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The Valley’s Approach to Digital Citizenship
(Staying Safe Online)

Purpose of this document:

This document is supplementary to the approach taken in the following documents:

Child Protection Policy
Online Safety Policy
Anti-Bullying Policy
Behaviour Policy
PSHE Policy
Computing Policy

Key principles to Digital Citizenship at the Valley:

1.

The school’s teaching of digital citizenship is embedded within the Switched
on Computing scheme.

The school also teaches specific lessons on digital citizenship which are
threaded throughout the Jigsaw scheme.

The school recognises the increased risks identified regarding online
grooming and radicalisation and teaches specific lessons each half term on
aspects of digital citizenship so that pupils are armed with the attitudes and
skills to remain safe online, recognise when the internet can be useful and
fulfil the potential to be positive digital citizens.

The school participates in Safer Internet Day each year.

The school has invited the NSPCC to support parents and pupils through
workshops, every 3 years in line with the NSPCC’s commitments. Support
from the NSPCC will continue post-Covid. This may take the form of school
staff delivering sessions using NSPCC guidance and support.

The school has an online safety policy devised by the Council’s child
protection team in conjunction with Bolton Schools ICT. The latter provide
filtering, firewall and virus protection services to school devices — please refer
to the Online Safety Policy for further information.



Why is it so important?

Online safety is a whole school issue. The framework aims to support the
development of the curriculum and is of particular relevance to PSHE education,
Relationships and Sex Education, Health Education and Computing. It is designed,
however, to be usable across the curriculum and to be central to a whole school
approach to safeguarding and online safety.

There is a whole school approach to developing pupils as positive digital citizens,
including arming them with strategies to stay safe online both at school and at home.
Used well, the internet can be amazing but children may be exposed to sites, people
and situations that we would prefer they avoid when they freely surf, game and chat.
Parents are often concerned about their child’s safety online, but even the most
protective are sometimes unaware of how easily young people can access
inappropriate or dangerous material through the internet, even using sites or
programmes (especially games) that may appear safe.

At the Valley, pupils are taught about being safe online and enabling them to be
aware of the risks in an age-appropriate way, ensuring that we enable discernment
about safety without causing disproportionate alarm. Pupils are encouraged to talk
about their online activity in the same way that we talk about other issues, to ensure
a safe and supportive classroom environment in which to share ideas, experiences
and worries. Itis vital that children and young people fully understand how to keep
themselves safe online and what to do and who to speak to if they feel in any way
uncomfortable. The Valley School’s approach supports children in recognising and
understanding this.

At the Valley, we work with pupils to enable them with strategies to eliminate or
minimise risk and have strategies for reporting issues but to also highlight the ways
in which the online world can be used positively and enable our pupils to contribute
positively as digital citizens.

These statistics show us the scope of the problem:

e There are over 2 million Apps that can be downloaded on Android/Apple
devices with an average of 6000 being created and added daily.

e There are 2.2 billion online gamers worldwide.

« 1in 4 children have experienced something upsetting on a social networking
site. (Source: Lilley, C., Ball, R. and Vernon, H. (2014) The experiences of 11-
16 year olds on social networking sites.)

e Around 1 in 8 young people have been bullied on social media (Source: Ofcom
(2017) Children and Parents: Media Use and Attitudes Report (PDF))

« 3in 4 parents have looked for or received information or advice about how to
help their child manage online risks (Source: Ofcom (2017) Children and
parents: media use and attitudes report (PDF))



« Almost 1 in 4 young people have come across racist or hate messages online.
(Source: Livingstone, S. (2014) Net children go mobile: the UK report: a
comparative report with findings from the UK 2010 survey by EU Kids Online
(PDF))

« There were over 2,200 counselling sessions with young people who talked in
Childline about online sexual abuse online in 2017/18 (Source: Bentley, H. et al
(2018) How safe are our children? The most comprehensive overview of child
protection in the UK 2018.

(source: https://www.nspcc.org.uk/preventing-abuse/childabuse-and-
neglect/online-abuse/facts-statistics/)

Our Approach to Digital Citizenship at the Valley:

The school has a multi-faceted approach to teaching online safety and developing
the positive digital citizens of tomorrow.

Within the curriculum, Digital Citizenship is taught through the following
vehicles/subject areas:

e Switched on Online Safety (Computing) — delivered through specific lessons
each half term using the Switched on Online Safety scheme

e Switched on Computing (Computing) — delivered and embedded throughout
the Switched on Computing scheme

e Jigsaw (PSHE) — delivered and embedded across the scheme

e Specific school events, such as Safer Internet Day, Anti-Bullying Week and
visits/assemblies/workshops from external organisations such as the NSPCC

Further details of the teaching and learning of digital citizenship in Computing and
Jigsaw are set out overleaf.


https://www.nspcc.org.uk/preventing-abuse/childabuse-and-neglect/online-abuse/facts-statistics/
https://www.nspcc.org.uk/preventing-abuse/childabuse-and-neglect/online-abuse/facts-statistics/

Delivery in Computing — Switched on Online Safety & Switched on Computing

The school’s long term plan for Computing sets out teaching units for years 1 to 6.
The units are taught half termly and are taken from the Switched on Online Safety
scheme. Planning and teaching of lessons is supported by the scheme which
outlines the learning focus for each unit.

The details of the Switched on Online Safety units are below:

1.1 We are 2.1 We are 3.1 We are 4.1 We are 5.1 We are 6.1 We are
Autumn 1 Year 1 rule Year 2 rule Year 3 rule Year 4 rule Year 5 rule online safety
writers writers writers writers writers ambassadors
1.2 We are 2.2 \We are 3.2 We are 4.2 We are 5.2 We are 6.2 We will
kind and not online digital standing responsible not share
Autumn 2 thoughtful bullies friends up to peer for our inappropriate
pressure online images
actions
1.3We are 2.3 We are 3.3 We are 4.3 We are 5.3 We are 6.3 We are
responsible safe internet aware that content safe social
Spring 1 inte_rnet and | searchers detectives our digital evaluators networkers
device content
users lasts
forever
1.4 We are 2.4 We are 3.4 We are 4.4 \We are 5.4 We are 6.4 We are
Spring 2 information code aware of our [ online risk protect!ng respectful of
protectors masters digital managers our online others
footprint reputation
1.5We are 2.5We are 3.5We are 4.5We are 5.5 We are 6.5 We are
good digital online netiquette respectful respectful online safety
citizens behaviour experts of digital problem
Summer 1 experts rights and solvers
responsibil
ities
1.6 We are 2.6 We are 3.6 We are 4.6 We are 5.6 We are 6.6 We are
responsible game raters | avatar careful game safe gaming
gamers creators when changers experts
Summer 2 talking to
virtual
friends




Online Safety Roadmaps (Years 1-6)

The online safety roadmaps below demonstrate where aspects of digital citizenship
are discussed, taught and embedded throughout computing lessons.

' YEAR 1 ' ONLINE SAFETY COVERAGE

Unit 1.1 The children learn to use simple programmable toys safely and sensibly,

We are as well as showing respect for the work of their peers. Web access is

treasure supervised and safe practices are encouraged. Similarly, any filming is

hunters done with appropriate consent and assent.

Unit 1.2 The pupils learn how to use digital video cameras safely and to show

We are TV respect to those they are filming, including recognising the need for

chefs consent and assent. The importance of not sharing videos more widely
than is appropriate is considered, as is the need to exclude information that
might identify individuals from video recordings. When using the web,
pupils learn to turn the screen off and tell their teacher if they encounter
material that concerns them. The pupils also start to learn about copyright,
recognising that they own the copyright in their original work and that this
cannot be published or copied without their permission.

Unit 1.3 In searching for images on the web, pupils work initially from a set of

We are carefully chosen sites. They again learn that they should turn the screen

painters off and tell their teacher if they encounter material that concerns them. If
work is uploaded to a public area, the importance of protecting the
children’s identities is recognised, as is their intellectual property rights
over their original work. An extension activity provides an initial
opportunity for the children to learn some aspects of using email safely.

Unit 1.4 As pupils will be working with the web and searching for images, they’ll

We are need to make sure they use this technology safely, as well as showing

collectors respect for others’ intellectual property through observing copyright
conditions. The pupils are taught to turn the screen off and let their teacher
know if they have any concerns over content they encounter. The pupils
are also introduced to the school's Acceptable Use Policy, if they haven’t
already had this explained to them.

Unit 1.5 The pupils learn to use audio recorders or microphones and audio

We are recording software safely and sensibly. The pupils need to be aware of

storytellers copyright material, and show appropriate respect for the owners of
intellectual property when using technology. Regard is shown for
appropriate consent and assent, school policies and third party terms
and conditions if the pupils’ stories are uploaded to external websites.

Unit 1.6 The pupils have an opportunity to search for images on the web, and again

We are learn to use technology safely, switching off the screen if they have

celebrating concerns, and reporting these to their teacher. The pupils are taught to
respect the copyright conditions associated with any third party images
they use. Pupils only use photos of themselves if appropriate permission is
in place. If children share their work, then attention is paid to protecting
their identity and copyright. If they send cards by email they use a class
address and consider some aspects of using email safely.




' YEAR 2 ~ ONLINE SAFETY COVERAGE

Unit 2.1 The pupils must let their teacher know if they encounter inappropriate

We are material when they search the web. If the pupils use third-party images in

astronauts their projects, they should use images with public domain or Creative
Commons licences. The pupils may upload their projects to the Scratch
website, if they have registered for accounts using a parent’s e-mail
address. They learn to observe MIT’s terms and condition.

Unit 2.2 There are concerns about the violent nature of some games. Choosing

We are games
testers

games wisely, including observing PEGI age restrictions and playing in
moderation, are aspects of the safe and respectful use of technology that
pupils learn about in this unit. As in Unit 2.1, the pupils may upload their
projects to the Scratch website, if they have registered for accounts using a
parent’s e-mail address. Comments on the Scratch website are not
moderated before they appear, although the pupils can report any which
are inappropriate. This provides an opportunity to learn about where to go
for help and support when they have concerns about content or contact.

Unit 2.3 The children learn that once images are posted online, it's impossible to

We are control what happens to them. Facial recognition software and geotagging

photographers | mean that those posting images might inadvertently fail to keep some
personal information private. The children learn how to minimise these
risks, and learn what they should do if they have concerns about images
they encounter on the web. The children also learn about what is
acceptable and unacceptable to photograph, for example, that it is usually
not a good idea to take or share photographs in which children can be
identified, or that might reflect badly on the school.

Unit 2.4 The pupils consider how to stay safe while researching online, and show

We are respect for others’ ideas and intellectual property by citing their sources,

researchers and using licensed images. Safe search filters are in place for using
Google or Bing and school internet access is filtered.

Unit 2.5 The pupils learn about some of the risks associated with email. They learn

We are that attached files can contain viruses or other harmful programs, that

detectives email addresses and embedded links can be ‘spoofed’, and that ‘spam’ is
a common problem. It is recommended that all emails are sent and
received via a single class email address. The password for this account
is not shared with children. If the children do use individual accounts,
they’ll need to keep their account details private and share their email
address only with people they know and trust.

Unit 2.6 The pupils again learn that when sharing photographs and geo-location

We are information online they need to consider the importance of keeping

zoologists personal information private; they achieve this by not including names or

photographs of people. The pupils are taught to respect rules for using
digital equipment when out of the classroom, to ensure the equipment is
kept safe and that they are not so focused on using it that they become

unaware of risks around them.




' YEAR 3

ONLINE SAFETY COVERAGE

We are vloggers

Unit 3.1 The pupils need to consider copyright when sourcing images for their

We are programs and/or uploading their own work to the Scratch community site.

programmers Searching for content for programs or viewing others’ cartoons also
offers an opportunity to develop safe search habits. If the pupils
participate in the Scratch community, they need to think about what
information they can share and how to participate positively in an online
community, as well as obtaining parental permission.

Unit 3.2 The pupils could consider the implications of bugs in software.

We are bug Participating in the Scratch community would enable the pupils to help

fixers others with their projects as well as allowing them to receive help on their
own. Participation requires parental permission, and the pupils should
consider what behaviour is acceptable online.

Unit 3.3 In filming one another, the pupils need to ensure that the appropriate

We are permission has been obtained, and that they act respectfully and

presenters responsibly when filming, editing and presenting their work. The pupils
should think through the implications of videos being made available on
the school network or more widely via the internet. They should discuss
why schools and other organisations have strict policies over filming.

Unit 3.4 Pupils learn that everything they do online leaves a trail, culminating in

their digital footprint. They discover the use of safe search modes or
child friendly search engines, and learn what to do if they meet
inappropriate content. They also become familiar with intellectual
property rights, including Creative Commons Licenses, and the
importance of acknowledging other people’s work. Pupils learn that they
should seek permission before taking photographs.

Unit 3.5
We are
communicators

The pupils should think about the safe use of email. They learn how email
can be used positively. They become aware of some of its risks, including
malware attachments, hacked accounts, spam and spoofed links, but
also learn how their exposure to such risks can be reduced. They
consider the importance of introductions in extending circles of trust. They
learn how video conferencing can be used positively, to support learning
with a known partner.

Unit 3.6
We are opinion
pollsters

The pupils learn some of the legal and ethical requirements for designing
online surveys and processing data. They also consider what information
it would be appropriate for them to give in an online survey, and some
implications of data processing. The pupils can use online tools for
collaborating on survey design and analysis, considering how to use
these appropriately. The survey itself could address issues of the pupils’
attitudes to online safety.




' YEAR 4

~ ONLINE SAFETY COVERAGE

Unit 4.1 The pupils need to consider copyright when sourcing images or media for

We are their programs and/or uploading their own work to the Scratch community

software site. Searching for content for their programs or viewing others’ games also

developers offers an opportunity to develop safe search habits. If the pupils participate
in the Scratch community, they need to think about what information they
can share and how to participate positively in an online community, as well
as obtaining parental permission.

Unit 4.2 The pupils again need to think carefully about copyright in sourcing

We are toy images and other media for their toy prototypes and presentations, or if

designers uploading their own work to the Scratch community. If the pupils do
participate in the online Scratch community, they should think through
how to do so in a safe and responsible manner, and should obtain their
parents’ consent. If the pupils link their programs to hardware, they need
to take care to work safely with a range of tools and electronic
equipment.

Unit 4.3 The pupils need to think about copyright when sourcing audio or

We are publishing their own compositions. They are encouraged to use Creative

musicians Commons licensed content if working with others’ audio files. There’s an
opportunity to discuss how copyright relates to music performed in school
as well as illegal downloading and sharing of copyrighted music.

Unit 4.4 The pupils learn how easy it is to create content for the web. The unit

We are HTML provides an opportunity to address some of the risks of using the web,

editors and how pupils could best keep themselves safe while doing so. They
learn how easily web pages can be modified, which provides an
opportunity to consider the reliability of web-based content.

Unit 4.5 The pupils learn about Wikipedia, considering some strategies for

We are co- evaluating the reliability of online content as well as the rules and

authors processes that the Wikipedia community has evolved. The pupils
develop a shared wiki, thinking carefully about how to do so safely and
responsibly, and considering what conduct is appropriate when
collaborating on a shared resource.

Unit 4.6 The pupils consider the importance of obtaining and using accurate data

We are for any information-processing work. If the pupils film one another, they

meteorologists

need to ensure appropriate permission is obtained and that recordings are
made, edited and shown in safe, respectful and responsible ways. The
pupils should think carefully about the implications of uploading their films
to the school network or to the internet.




' YEARS5 ' ONLINE SAFETY COVERAGE

Unit 5.1 The pupils need to consider copyright when sourcing images or media for

We are game their games and/or uploading their own work to the Scratch community

developers site. Searching for content for their games or viewing others’ games also
offers an opportunity to develop safe search habits. If the pupils
participate in the Scratch community, they need to think about what
information they can share and how to participate positively in an online
community, as well as obtaining parental permission. The pupils might
also consider some personal implications of playing games, perhaps
including violent computer games.

Unit 5.2 The pupils learn how information can be communicated in secret over

We are open channels, including the internet, using cryptography. They learn

cryptographers| about the public key system used to sign and encrypt content on the web,
and how they can check the security certificates of encrypted websites.
They learn about the importance of password security for online identity
and consider what makes a secure password.

Unit 5.3 The unit provides an opportunity to reinforce messages around safe

We are artists

searching and evaluating the quality of online content. If the pupils upload
their work for others to see, they should consider the importance of
protecting personal information as well as recognising that they are sharing
their own copyrighted work with an audience.

Unit 5.4 Online safety forms the focus of this unit, with the pupils working

We are web collaboratively to develop a website in which they present their own

developers authoritative content on a broad range of issues around the safe and
responsible use of technology. In doing so, they consider the reliability and
bias of online content, how to contribute positively to a shared resource,
and how to use search engines safely and effectively.

Unit 5.5 The pupils write content for their own or a shared blog, thinking carefully

We are about what can be appropriately shared online. They consider issues of

bloggers copyright and digital footprint as well as what constitutes acceptable
behaviour when commenting on others’ blog posts. The pupils also think
about the importance of creating high-quality online content and become
more discerning in evaluating content as they review others’ blogs. If the
pupils’ blogs are publicly accessible, it is important that any comments are
moderated by their teacher; it is worth discussing with the pupils why the
comments should be moderated.

Unit 5.6 The pupils should observe good practice when searching for and selecting

We are digital content. If the pupils choose to locate their 3D models

architects geographically, they should avoid sharing private information. The pupils

should think about copyright when adding content to their model or

publishing images or videos of their model.

10




' YEAR 6

ONLINE SAFETY COVERAGE

advertisers

Unit 6.1 Pupils learn to program a simple text-based adventure game in Python. It’'s
We are important that pupils do not have admin privileges on their computers as
adventure Python can be used to provide access to shell/operating system commands.
gamers An alternative is to use the trinket.io online Python interpreter: the pupils
need to observe terms and conditions and the usual precautions about not
sharing information publicly. If the pupils base their games on published
stories, they need to show respect for intellectual property in those works.
Unit 6.2 The pupils learn about some common algorithms, recognising that more
We are efficient solutions to the same problem can reduce the impact of
computational | computation on energy and other resources. They remix code on Scratch
thinkers and Snap! websites, as permitted by Creative Commons licences for the
code they work with, in much the same way as they might modify open
source software. Pupils who wish to register for accounts on these sites
need to observe the associated terms and conditions, which typically
require parental consent.
Unit 6.3 The pupils create short advertising videos. They learn the importance of
We are observing school policy in relation to videoing, and the need to obtain consent.

They think carefully about the implications of sharing content publicly on sites
such as YouTube and consider how such publication would limit what they
might include in their advert. They recognise the need to use video search
platforms in restricted or education specific modes and bring to mind what
they should do if they encounter inappropriate content. They learn to respect
the intellectual property rights of others, and the need to observe licence terms
for any content they do not create themselves.

Unit 6.4 The pupils learn about how networks, including the internet, operate. They
We are learn that data transmitted via the internet is not always encrypted. They
network consider some of the implications for privacy, e.g. their ‘digital footprint’
technicians associated with using the internet. They become aware of the importance of
DNS for safe use of the internet. They have the opportunity to use command
line diagnostic tools safely and responsibly. They create posters or other
documents to share their knowledge with others.
Unit 6.5 The pupils take photographs, video and audio recordings on an educational
We are travel visit. They should do so in accordance with school policy and any regulations
writers of the venue for their visit. They should make sure they have permission if
they are photographing a person, and of the landowner if on private property.
Pupils learn about geotagging GPS location data in photographs and
smartphone tracklogs, and consider the privacy implications of this. Pupils
think carefully about what media, metadata and information it is safe,
respectful and responsible to share publicly. There is the opportunity in this
unit for pupils to use their own smartphones or tablet computers, which
should be done in accordance with relevant school policies.
Unit 6.6 The pupils create a school magazine or yearbook. They consider carefully
We are the implications of including photographs of pupils in their work, recognising
publishers that typically names would not be used in captions and that they should have

permission to publish any pictures they use. They respect school policies
and relevant legislation. They also recognise that intellectual property exists
in other pupils’ work and that this should be respected, so include such
excerpts only with permission. They also learn that sensitive personal
information should not be included in publications such as these, thinking
carefully about what this means in practice.

11




Delivery in PSHE = Jigsaw

Within the Jigsaw scheme of work, digital citizenship is covered specifically or included
in activities. Units are taught half termly.

The six whole-school units of work in Jigsaw are shown below:

Being Me in My World
Celebrating Difference
Dreams and Goals
Healthy Me
Relationships
Changing Me

The grids below show where and how frequently Jigsaw approaches issues and
supports children in safely navigating their online world, whilst also balancing the
positive aspects of the internet.

Year 1

Piece | Piece | Piece | Piece | Piece | Piece
3 4 5 6

Piece
1

Piece
2

Year 2

Year3

Year 4

Year 5

Year 6

Piece | Piece | Piece | Piece | Piece | Piece

Year 1 Year 1
Year 2 Year 2
Year 3 Year 3
Year 4 - Year 4
Year 5 Year 5
Year 6 Year 6

Piece
3

Piece
4

Piece | Piece
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Piece | Piece | Piece | Piece | Piece | Piece
5 6

Piece | Piece | Piece | Piece | Piece | Piece
3 4 5 6

Year1

Year 2

Year 3

Year 4

As well as those covered in activities within generic lessons such as “how to deal
with bullying” which includes cyber-bullying, specific online topics within Jigsaw
include:

e Keeping safe online and who to go to for help

e Learning to discern what is real/fake, and safe/unsafe

¢ Rights and responsibilities online

e Online gaming and gambling

e Reducing screen time

e Dangers of online exploitation

e Online pressures and influences that can impact on a person’s wellbeing e.g.
comparison of body image, watching video material that is frightening or
encourages risky harmful behaviour

e Social networking — the pros and cons

e SMARRT internet safety rules

e Online identity

Jigsaw PSHE fully supports children in an age-appropriate and enjoyable way,

allowing them to enter the online world knowing how to keep themselves and others
safe.

13



Jigsaw PSHE and Education for a Connected World

Education for a Connected World is a framework to equip children and young people
for digital life. It was written by the UK Council for Internet Safety and enables the
development of teaching and learning as well as guidance to support children and
young people to live knowledgeably, responsibly and safely in a digital world. It
focuses specifically on eight different aspects of online education:

1. Self-image and identity

This strand explores the differences between online and
offline identity beginning with self-awareness, shaping online
identities and media influence in propagating stereotypes. It
identifies effective routes for reporting and support and
explores the impact of online technologies on self-image and
behaviour.

2. Online relationships

This strand explores how technology shapes communication
styles and identifies strategies for positive relationships in
online communities. It offers opportunities to discuss
relationships, respecting, giving and denying consent and
behaviours that may lead to harm and how positive online
interaction can empower and amplify voice.

3. Online reputation

This strand explores the concept of reputation and how others
may use online information to make judgements. It offers
opportunities to develop strategies to manage personal digital
content effectively and capitalise on technology’s capacity to
create effective positive profiles.

4. Online bullying

This strand explores bullying and other online aggression and
how technology impacts those issues. It offers strategies for
effective reporting and intervention and considers how bullying
and other aggressive behaviour relates to legislation.

5. Managing online
information

This strand explores how online information is found, viewed
and interpreted. It offers strategies for effective searching,
critical evaluation of data, the recognition of risks and the
management of online threats and challenges. It explores how
online threats can pose risks to our physical safety as well as
online safety. It also covers learning relevant to ethical
publishing.

6. Health, well-being and
lifestyle

This strand explores the impact that technology has on health,
well-being and lifestyle e.g. mood, sleep, body health and
relationships. It also includes understanding negative
behaviours and issues amplified and sustained by online
technologies and the strategies for dealing with them.

7. Privacy and security

This strand explores how personal online information can be
used, stored, processed and shared. It offers both behavioural
and technical strategies to limit impact on privacy and protect
data and systems against compromise.

8. Copyright and ownership

This strand explores the concept of ownership of online
content. It explores strategies for protecting personal content
and crediting the rights of others as well as addressing
potential consequences of illegal access, download and
distribution.

14




Mapping Jigsaw PSHE with Digital Citizenship

The mapping below outlines where Jigsaw PSHE can support schools to ensure they
are delivering high-quality online safety education. Whilst PSHE as a subject can
provide many appropriate and relevant learning opportunities for children in terms of
online safety, it is expected that other subjects will contribute to their learning too, as
is expected of a broad and balanced curriculum.

Jigsaw PSHE teaches personal development relevant to students’ real world; this
enables strong skills-based foundations to be laid, so that when online, children and
young people manage themselves and situations better — with more discernment,
assertiveness and clarity.

Many of the learning outcomes laid out in the framework are couched in terms of
being online, when in fact these skills are perhaps best learnt initially in offline
examples; they can then be applied to online situations. Nevertheless, there are
some explicit lessons that cover online safety in more depth, which are noted in the
mapping below. The learning outcomes that are covered from the framework are
also supplemented by the Switched on Computing and Switched on Online Safety
lessons delivered in school alongside the key principles covered earlier in this policy.
Jigsaw enables safe online behaviour and relationships as well as focussing on
healthy, positive offline relationships etc.

Jigsaw is organised into 6 half-term units, called Puzzles, designed to be delivered in
sequence from the beginning to the end of the school year in order to build
progression in learning through this spiral curriculum.

The Puzzles:

e Being Me in My World
e Celebrating Difference
e Dreams and Goals

e Healthy Me

e Relationships

e Changing Me

These Puzzles are cited in the grid below, giving a flavour of how the outcomes in

‘Education for a Connected World (2020)’ are included in the Jigsaw Programme in
the different Key Stages.
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Online relationships

| com Fecnegnitsa same ways Inwhich the inbermet can

be vsed fo communicoe.

I con ghve examiplas of o | [might] use technclogy

1o communikoate with people | ko,

K51 Jigsaw

Relationships

Additional lesson - Baing safe
online

Children laarn to identify ways
that some people might behave
differently online and who to ask
for help if they are worried: they
alsao learn to recognise that not
everything that iz online is true,
including who people say they
are.

Year 1 Jigsaw
Relationships
Piece 4 - People who help us

If children find something
unsuitable on a computer, or
sesfhear something that they
feel uncomfortable about,
practise with them who they can
ack for help and what they can

say.

16




K51 Jigsaw
Healthy Me

Additional lesson - Leamning
- abouwt the internet

Children learn to identify ways
that the internet can be used
safely to find things out and
communicate in everyday life,
whilst also recognising that not
everything that is online is true.

1 can identify ways that | con put information on 1 can recognise that information con shay online and
thea Inbamed. could be copled.

1 can describe what informiation | should not put
oniline without asking a nusied odult first.

1 can describe ways that some people can ba 1 can describe how 0 behave onling In ways thal do Year 1 Jigsaw
unkind online. not upset afhers and con ghe exomples. Celebrating Difference
1 can offer examples of how this con make Pieces3 & 4

feel Children learn about what

bullying is and how it might feel
to be bullied; they also identify
who they can talk to if they are
unhappy or being bullied and
can ldentify that bullying is
sometimes about differenca
allows children to understand
meore and to decide not to bully.
Children are empowered to
know what iz right and wrong
and to look after themselves.
This whole Puzzle reinfarces
the messages about tolerance,
difference and similarity, and
hiow to be a better friend, and
hiow to deal with bullying if it
arises.




<t 2 | Year1 Jigsaw
Relationships
Piace 4 — People who help us

If children find something
unsuitable on a computer, or

Managing online information

I con falk about how fo vse the Infemet as o way of I con ghe simple examples of haw o find

finding Infarmation anling. Information wsing digial fechnologles, seefhear something that they
2. seqrch engines, volce aciivated searching|. feel uncomfortable abaut,

'""i I:iaﬂffrul:ﬁié:almddmelnm pE— S — - practise with them who they can
of hings calina Induding m“h“# azk for help and what they can
h:lh-ﬂumnnﬂ:lmhm Say.
fa

1 ks howe 1o get halp from a trusted odult iFwe
spa content that makas us feel sod, uncomioriobla

warriad ar frightened.

L

K51 Jigsaw | can idandtfy rules that halp keep us safe | can exploin rules o keep myse sofe when using
and healthy in and beyand fie home when technalogy bath in and beyond the home.

Healthy Me using technilogy.

Additional lesson - Learning I can give some simple examples of thase rulas.

about the internet

Children learn to identify ways
that the internet can be used
zafely to find things out and
communicate in everyday life,
whilst also recognising that not
everything that is online is true.




Year 1 Jigsaw
Relationships

Piece 4 - People who help us
If children find something

I can identtfy somee simiphe emplas of my I con axplain that posswords are used 1o project unsuitable on a computer, or

personal Information (eg. name. oddress, birfhday,  Infonmeaiion, aocoounts and devices. seefhear something that they

age, location). feel uncomfortable about,

I can describe wha wouid be Fustworthy fo amon b 1 persandl 1 oo g where practise with them who they can

share this Information with; | can explain why someans Iives and goes to schoal, family names|. ask for help and what they can
are tusted. Say.

= 1 can expiain why It 15 Importan i awoys ask

a frusied odult before sharing any personal
Informeation online, belonging fo mysel or othars.

[€] <>

KS1 Jigsaw | kns gt aeork | create belongs fo me. | con explain wity work | creale using fechnology
bedongs to me.

All Puzzles I can name my work 5o that others know It belongs

. fo me. | con say why It belongs 1o me |2.g. ' designed I or
i e
Children's use of the Jigsaw } can sove my work under  sulicbis e 7 -
Journal can be seenac a that othars Enow it balongs 1o me |2.g. flenome,
portfolio of their work and MINTIE G Cotent).
reflections thrl:uugh each F‘u.zz le, | by e et
::f;zitr:ﬁ:mgn ise their work -Eh_hmad Imm_ﬂtmﬂu El!'-d_E




I cam excplain what (s meant by fie
ferm ‘Keniry”

I cam explaln how people oan
represent themsahes in diffenans

wirys online.

I cam escplaln ways Intwdich somiecns
milght change thealr idenitty depending
an what thay are daing cnline

ie.q. gaming; wsing an cwsar: socal

mmiedia) and witry.

Year & Jigsaw
Relationships
Piece 1 - Recognisimg Me

Children learn to have an
accurate picture of who
they are in terms of their
characteristics and personal
gualities.

I cam explain how my online identity
can ba diferant ta my offline denify.

I can describe posthe ways for
someana io Infarac i ofars

aniline and undarsiand how this
will posively Impact on how oihers
parceive fem.

I can asplaln that othars anline can

prefiand fo be someone else, Induding
rriy fiends, and can suggest reasons

wihy they might do this.

Year & Jigsaw
Relationships

I cam explain hiow idenity online mn
e copled, modified or altered.

I can dermonsinatie how fo make
responsibla cholces about hoving an
anline identity, dapending an conia.

Pieces 2-4 [Online safety lessons)

uncemfariable or frigitened. | know

and can give examples of how fo ged
helg, both on and offine.

I can explain the Impoartance of asking
uritl I get the help needed.

In these lessons on staying safe when using technology, children learn to recognise and resist
pressure to use technology inways that may be risky or cause harm to others. Rights and
responsibilities are being online, staying safe, and relationships with technolegy all make
reference to online image and identity within these lessons.
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I con desoribe ways people who howe
simibar lkes: and Inferests con get

together online.

1 con exgioin whot F means 1o kno
someons” cnlne ondwivy this might be
diffiesreant from knowdng someane offline.

1 con exqloin whot s meaond by Tnueshing
someane snline, why this i different
from Tikng someons onllne’, and why 1§
Is important to be caneful about wiho 1o
trust online Induding what Informaofion
and conbent they ane frusted with.

1 oo engioln wity SO Eone migy
charge thair mind abowt

frusting
anyone with something H they fesal
nervwous, uncomforable orwomied,

I con howe someone’s fealings
can be hurt by wihat 15 saikd or writien
andline.

I con exgioin e Imporiance of giving
and galning permissian tﬂw%rﬁg
things online; hises the prinoples of
sharing online Is fhe some as sharing
affline a&g. shoring Images ond videos.

Year s Jigsaw
Relatonships

Feces 2-4 [Online safety lessons)

I con desaribe strolegles for
safe and fun experiences Ina
range of onlbne sodal erironments

ieg Investreaming, gaming platiorms].

I con ghve examiples of how 1o be
respectful fo othars online and describe

howi to recognisa healihy ard unhealthy
aniine behaviours.

I con esgHoin hiows conbent shared onllne
meay fesl unimporiondt o one person

[ maay be Imporiant o other peopla’s
thoughis feslings ond beliefs.

In these lessons on staying safe when using technology,
children learn to recognise and resist pressure to use
technology inways that may be risky or cause harm to others.
Rights and responsibilities about being online, staying safe,
and relationships with technology all make reference to online
image and identity within these lessons.

1 COn ghve: Exam of technology-
SFEE#E'-I:HTI‘E commurhcaiicn
(2.0 emaofis, memes and GIFs).

I con exqloin fiod these ore some
peapke | communiooie with cnline who
ey weant o dio me or my fiends ham.
I con rescogniss tht this is nict my £
our foul

I con desoribs some of the waoys
peaphe moy be mecheed In online
communilies and desoribe howr they

miightt collabongie constructvely with

I com s somecne can get
help i are hiaving
idensfywhien to tell a trusied adult.

I con demonsirale how o support

othears [Including thosa who hewing
difficultas) anfine. o

Year & Jigsaw
Relationships

BTN <o

enploin hiws shanng something
:J;T'ﬂnu'hluml'rq:lﬂdl'n

postivedy ar negotively.
I con desaribe hioes to e knd ord show

Fieces 5 & & [Online safely lessons]

Children learn to use technology positively and safely

to communicate with friends and family, whilst taking
responsibility for their own safety and well-being. Piece &
focuses on the SMARRT rules and how to stay safe and happy
online — and what to do if you don't feel safe.
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I can explain how o saarch for
informiafion about others online.

I can ghve examples of wihat aryona
iy of meay nof be wiling o share

aipout themsahvas online. | con explaln

the nased fo be coreful befiore sharing
amything parsonal.

I can explain who someone oan
azk If fhey are unsure about puting
somefiing onlinge.

Year 3 Jigsaw
Relationships

Fiece 3 - Keeping myself
safe online

Children learn and rehearse
using strategies for Keeping
themselves safe online; they
also learn who to ask for
help if they areworried or
concerned about anything
online.

I con diescribe howr fo find ows
infoermaaiion about ofhars by

sagrching online.

I con explain ways that some of fie
inforrmaficn about anvyone anline
could heave besn created, copled or
shared by ofhers.

Year & Jigsaw
Relationships

Piece & - Using technology
responsibly

This lesson offers the
opportunity for children
to learn to use technology
positively and safely, so
they can communicate
respectfully.

I com search fior Information aboart an
indiwidual online and summarise the
Informmeaiicon fiound.

I com dieescribe weay's fhat Informiation
abicut aryane online can be weed
by othirs fo make Judgments about
an Indhvidwal and why thase may
be Incormact.

Year & Jigsaw
Relationships

I com explain fe woys Inwhich
amyane con develop a poslive

I con explaln sirafegies anyone
can use i protect thelr digital
personaltty’ ond online reputation,
induding degrees of anommiiy:

Fieces 2-6 [General online safely lessons]

In these lessons on staying safe when using technology,
children learn to recognise and resist pressure to use
technology in ways that may be risky or cause harm to others.
Rights and responsibilities about being online, staying safe,
relationships with technology and enline communities and
gaming are discussed and learnt about in detail.
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I cam diescribe appropiofe ways o
behowe fowards ofer people onlina

and wivy fhis ls Imporiant.

I cam give examples of how bullying
behaviour could appear online and
hiw someone can get suppaort.

Year 3 Jigsaw
Relationships

Fiece 3 - Keeping myself
safe online

Children learn and rehearse
using strategies for Keeping
themsehres safe online; they
also learn who to ask for
help if they areworried or
concerned about anything
online.

I cam recognilss when someaone s
upses, hurt ar angry onlin

I cam diescribe ways peaple can be

bullied through o ronge of media
ie.g. iImoge. video, texd, chel).

I cam explain why pecpls need fo

think carefully about how conant theay
past might affect athers, thair feslings
amd hores 1t may affect hoer othears eel

aipcut them [feir rspulaiion).

Year 5 Jigsaw
Relationships

FPiece 2 - Beimg in an online
community

This lesson covers the
rights and responsibilities
of being online, and how an
online community can help
or hinder an individual.

I cam recognise online bulking can

be different o bullying in the physical
world and con desoibe some of

those differemoes.

I con descrite how what one parson
panceives as playful joking and
feasing (Including ‘banier) might be
axperiencad by others as bullying.

I cam axplain how amone con gef help

if they are being bulked anline and
Idieniify when jo tall o frusied odult.

I cam identify o range of ways fo
report concams and oooess suppar
both in school and at home abow

anine bulying.

I cam estplain how o blods
abusive usars,

I cam descrize the helpline services
wihiich can help peapls experencing
baillying, and how o ocoess them
ieq. Childliine or The M.

I cam diescrite b o caprure bullying
consant as evdencs |eg

SCresn-grab,
URL, profile) fo share with ofhers who

con help me.

I con explain how someone
wuld repart anline bullyng In

Year & Jigsaw
Celebrating Difference
Piece 4 — Why bully?

Children are encouraged to
practise and use a variety
of strategies in managing
their feelings in bullying
scenarios — and how they
can help solve problems if
they are part of a bullying
situation.
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| con demonsitoia hew o uss ey

phrosas In seandh angines o gofher
CCTURO Infmimion onlng.

| eoepiiin wihal gurkooomiplsris b ondl
mrﬁmmmm

| o eoepiiin Row e infamsal oon b
ezt 10 S2dl and Bary things.

| con eoepioin fhe differincs Cafwean 0
"belieT; an ‘opinion’ ond a Tod. ond oon
e @RmTka s of Row ond Wil ey
mighi b shomd onling, 2.5, Invideos,
ITHETHEES, [PRO5Es, Neps Siofies ait

| con eoepiioin hias ol ol opinions shaoned
miry ba oompled o5 fns of ok by oifos
[2:q. monsiers under ha bedl

| con dencribs and damonsiols s
W Can gaf om0 inrsied odullt 0
W S thas makees us K sod,
oo obie worreed or righienad.

s uprarad Wi conaTs it a1
rolgvant 1o ha IG0Mar's aRparionds ond

org oo fhrowgh keaming ha is
miahched ba T recdress o e eormsar.

Year & Jigsaw
Relationships

|oon onalsa inkormafan ko moks:a

oo ol
NG riand why I IS Imporont i miaks: my
‘T deaisions ‘corant and| Tl
MY Sodsions g by ofhars.

|oon descrita hous o swarch ko

loon describa soma of ha mehods wed
o enmungs peopl io by fhings onling
|a-q. ooverising oS, in-app purchases,

| con aeqehaiin wity kot of paoipis shring
Tha s0ma opinions or belieds oning: do not
ks fhoms apinions of balkls re

1 oon evgpdain hal on bea
desigrad oo e o g
Things kug bols] ond describa whot e
baraiis ond tha risks might b

| on eeapbainwihi B maanl [

gty soma poopks will Dl s oF
‘ofier phologrophs ond pul fam onilng fo

prariand Somiathing I frua when i

Fieces 7-6 [General online safety lessons)

| con sogpiain 1he banslis ord Imiichions
of usineg diffemaind tipes of seanch
lechriclogias o 4. voios-ochation
sparch | com Thede' TOMiE
e e et
oim presenied wih &g, voce-ocvaied
sparching gwing ons sk

I:con aspiain wheat Is mean by taing
- lom ofwhian

TS
ond why 1 s imporiant o ba scoplial.

|'oon svaluaia dighal conlern] ond oom
Eogiain houe fo Mol choloss obout what
E irusswartty & g. diffenenfiofing bakaman
odvarts and seandh esuls.

|-cam asqplain b2y concapts induding:
Imlormiaiion, reviews, o, opinion, baikal,
walldPy, rellabliFy and evidenca.

|-con idemity woys T Infernad con drow
1= lo iInformuoriion: for differant ogandos,
29 wehsin nolfoohions, pep-ups,
forgared ods

In these lessons on staying safe when using technology, children learn to
recognise and resist pressure to use technology in ways that may be risky or
cause harm to others. Rights and responsibilities about being online, staying
cafe, relationships with technology and online communities and gaming are
discussed and learnt about in detail.

| con eepéain how ssorch angings work
and hour ssults one salecied ond mnked.

| con ceepiéain how o U= zoorch

lundarsiond e
dasign ond hoss I oon Ba usad o
Influences peopies’ cholEs.

Year & Jigsaw
Relationships

| icon ecepiain whl = maond by e

T Sefeonypa, how 'S R types” ane
ompifed ond minfocad onlline, and why
ocrephing ey I Larec:
i psopia Hink obout offars.

| con desoibe how ek news moy Tec

v e

Fiece 5 - Being online: real or fake ? 5afe or unsafe ?

Il com axpialn wihy Inlormiation thae =
‘o3 large resmibsr of shes maoy 58l ba
Inocosmies of uelnue. | con ossess how
‘his mighs happan |eg. tha sharing ol
misinicmaion o dsinlormiaion).

I con ey, Sog aned report
napproprls confant

This lesson helps children determine whether that they see online is safe and
helpful - and whether it is true or fake. It also helps them to learn about resisting
pressure online and becoming more discerning. The Jigsaw SMARRT rules are
followed in this lesson, meaning that children have agency over their actions and
know where to go for help if they need it.
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I con explain wihy spending foo much
time using jechnology con somelimes
hizea o negaiive iImpad on onyone,

e.q mood, sleap, body, relofonships;
| con ghea samie examphes of both
posive and negative octivities
wieara It Is aasy o spend a lof of time
engaged |e.g. doing homesark,
games, fims, videas).

I con exphain why somse onling
aciivities have age restrictions,
whvy It |5 Impariand 1o follow them
and s who | con falk o |

athers pressure me fowaich or do
somefing online thol makes me fieel
unoomforiobe jeg. age resticied
gaming or web shes).

Year & Jigsaw
Relationships

I con explain how using technalogy
omn be a disiraciion firom ofher things,

In both @ posifve and negatiee way.

I con Idanithy times or sBuatians
when someans may nesd fo imit the
amount of ime fiey use technology
2. | con swggest strakegies io halp
with limiting thils fime.

Fieces 2-& [General online safety lessons]

| on desaribeways fechnology can
afiect heatth and well-belng both

pmrrl'rel]llp_g. mindfulnes= apps)
and negatively.

| can describe some sirmegles, Hps or
advice o promose haolth andwell-

biedng with resgards to fechnology.

| recagnise the benafits and risks of
aocessing Informiation aboud haalth
andwall-oeing online and how we
should balance thiswith falking 1o

frusied adulis and professionals.

| oom exploin how and why some
apgs and gomes may request of foks

[©]

| recognise and con disouss fie
pressuras that technology can ploce
on someone and how £ when thay
coukd manage this.

| can recognise fagiues of persuasie

design and how they ane wsed 1o

hq:mamdl:u.rmlnrﬂ
future use].

In these lessons on staying safe when using technology, children learn to recognise and resist pressure to use technology in
ways that may be risky or cause harm to others. Rights and responsibilities about being enline, staying safe, relationships with

techinology and online communities and gaming are discussed and learnt about in detail.

Screen time is a focus of Piece b, as

children learn to recognise when they ame spending too long on their devices - and to know how to help themselves.
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I com diesscribe Simple siraleqles for
creafing and keeping posswonds
privae.

I com give reasons why someone
should only shiare informiation with
people they chaose o and oan trust.
1 com espldain #hat I they are nok sure
ar fesal pressurad tham they should el
a trusted odult.

I com describe how conneclied devices
can collect and share anpone’s
Irforrmaaiion with othears.

Year & Jigsaw
Relationships

Fiece & — Using techmology
responsily

This lesson offers the
oppartunity for children

to learn to use technology
positively and safely, =0
they can communicate
respectfully. it allows
children the opportunity to
take responsibility for their
own safety and theirwell-
being.

I con desoriibe sinategles for keeping
personal Informaion privabe,
depanding an conbest.

I con esgplain that Infernet wse s
niesesr fully private and s mondbonsd,

a,g. adull supsarvision.

I con describe how somsa online
sErvcES Mgy seek consent o siore
Infoemation abowt me;: | knoe b 1o

respond appropriaiely andwho | can
ask If | om not sue.

I knoes wihat the digial oge of
comsent Is and the Impoct this has on
online semvices asking for consent

| con exgploin what o strong posswond
15 and demonsinate how fo oeale one.

| con espdain e many free opps
of services may read and share
private Information [(2.ag. flends,
contocts, likes, Imoges, videos, woilce,
massages, geclosontion | with othars.

| con exgoin what app permissions
are andl con ghie some axomphes.

Year 5 Jigsaw
Relatonships

Fiece & — Relationships and
technology

Under the banner of
keeping safe online,
children learn about
resisting pressure to uss
technology that could be
risky or may cause harm to
themsebles or others.

| can exploin what to do f o passecord
Is shared, last or sholen.

1 can desoibe how and wihy people
should kesp thelr sofreme ond opps
up o date, &g awlo updafes.

| can desoibe simpla ways io Indease

prvocy on apps and sarvices that
prowide privacy setings.

1 can desoribe Inwhich some:

| ke that cnline sarvices hove terms
‘and condifions that govem thelr use.

26



I cam axplain why copying someone
else’s work from the Intemet without

panmission s far and oon explain
wihat profblems this might cousa.

Year 5 Jigsaw
Relationships

When seardhing on the infemet for I can assess and |uskfy when i is

conkand fo use, | con exploin wity | aoapioble o use the work of ofhers.

nieed to conslder whio oawns it and

wihathier | have the night 1o reusa it I oam ghwe examples of consendt fhat is
fo be reusad and know hiow

I cam give some Simple exomples this comtent con be found online.

of conient which | must not usa

withaut parmilssion from the owmear,

2.0, videos, muskc, Images.

Fieces 2-6 [General online safety lessons]

BT © <o

I can dermonsinate the wvse of seanch
ipols 1o find ond oomass online confand
wihich con be reused by ofers.

I can dermonsinaie how o make

references fo and acknowdedge
sources | have usad from fhe Intemet.

In these lessons on staying safe when using technology, children learn to recognise and resist pressure to use technology in
ways that may be risky or cause harm to others. Rights and responsibilities about being anline, staying safe, relationships

with technology and online communities and gaming are discussed and learnt about in detail. Piece & focuses on the gaming
community, where children can learn about some legalities of the internet, including what age limits and use limits exist within

some online communities.
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